2022.01.06

[EZ]) Logdj DIEBHENNX ICER BEELENEICDONT

<FE>
Javada¥> 75475 [Apache Logdj] THEEDI— RETARIBEICA 551 (CVE-2021-44228) A
HEINTWET,

RIS ZEBA L -REIMTHONDAREEICHIET 27-0F2, TRO<HNE>BLP<HEAE>EEREL
TLZE 0,

KGR EADTIGICDEE LT, MEBEHRD.jar 7 7 1 )L DEBH(TClnterface.jar) &, AERT 0T 7 LAEE
AL AEREZEMLES,
ANDDAEICT, WREBBEWNWLLET,

<HEDHBNXNN—Car>
IRTD!) ) —

<M HEDERINTLS Logdj D=2 g >
Logdj 2.0~2.14.0

<X >
classpath » S45E D class 7 7 4 /L (UndiLookup.class) #HIRL £7,

<HIiAHEL>
WFHICLHRE CHIFR

O HRT 7 A ILDKER
ME%F| &8 ZT jar 7 7 1)L (logdj-core-<version>.jar. TClnterface.jar) DMIHARNICE TN TLAR WA %E
BRLTFEU,

* Windows @ 7 # L X RIERAFEAT 515414, [logdj-core-2] [TClnterface.jar] THREL T LI L,
* [NX 4 > 2 b —=IL7 # L Z¥UGMANAGER¥tccs¥third_party¥TcSS¥TcSSxx.x¥jars¥logdj-core-2.x.x.jar ]
FANIREDNZELFET,

* [logdj-core-2.x.x.jar] [TClnterface.jar] 7 7 A LHHWEEIE. FEHY FHA,

@+

jar 77 ANEEET HDRENHY £T,

ZZTE I7-Zipl EWSH 77U —>avERWCFIEE—HE LTEEWNZLET,
CHIROBRBICHAHOE TEBEEERL TLEEL,



RCRON L7 7 A M ERRY EROBEE, BEEABRLET (RYREREY>TAAT 1),
RCRON -7 7ANEIE—LTNAY I T /7%WU£ﬂTﬁ%% R ET)o
T§'J : logdj-core-2.13.0.jar — logdj-core-2.13.0.jar_copy

3. logdj-core-2.13.0jar 77 A NaH I Uy s L, [7-Zip] — TFE<] Z&8RLET,

4 UITO7+ VX EFTEEALET,
org/apache/logging/log4j/core/lookup

5. MTD7 74 L %zHIBRL £7,

JndiLookup.class
TANDHEHRYEROBMEATICELET (RTVREAERZY =707 1)
7. RO 57 d RTCOF[RT7 7 A LIZDOWT, FIE1~6 %V RLETLFT,

<WHE2 >
WSy — L ZF B L 716K & Bk

1. T2ol»z4%& Y lloghj2-scan 2.5.3 (Windows x64, zip)] #4&w>»a—FL %49,

Log4j2-scan by Logpresso
https://github.com/logpresso/CVE-2021-44228-Scanner

* RV —IiE, REE~OXIGE LTSIEMENS tA nifERINTWE Y —L el ¥4,

2. XA —R L7740 %BEL £ (logdj2-scan.exe 7 7 A LA EREFL 7 +# LEZRICHY) £9),
Ay R7ary7 T, UToavwry FaERITLET,

log4j2-scan.exe --fix <NX 41 Y R b =L 7 #ILZD T ILI/INZ>

XAROAY Y FE2ETT 5 & BEIRVICAIEITR & A > 72 XXX jar A,
log4j2_scan_backup_xxx_xxx.zip 7 7 A LRIy 7T v FTanx ¥

4, LT LS IBEEN-7 74 LRNa~x >y R7AY 7 MEICURNENET,
Fixed: C:¥Siemens¥NX1926¥UGMANAGER¥so0a¥tc12000.4.0¥log4j-core-2.13.0.jar

Fixed: C:¥Siemens¥NX1926¥UGMANAGER¥tccs¥third _party¥TcSS¥TcSS12.4¥jars¥logdj-core-2.13.0.jar
Fixed: C:¥Siemens¥NX1926¥DESIGN_TOOLS¥checkmate¥tools¥quality dashboard¥TClnterface.jar



5. UETHBIZRTLTWETA, ERn-Ha~x >y F7ary 7 MiTUToavy REAEFTLET,
logdj2-scan.exe --report-csv <NX 4 Y X b =)L 7 #JLX D7 IL/NX>
6. A~ R7ary7rohL vy T4 L7 FUIZ, logdj2_scan_report_xxx_xxx.csv 7 7 1 ILHAEHENF T,
T7.csv 7 7 A% Excel THE ¥,
WHRER>Tzjar 7 7 A ILEFEDY X b & Status ##ERTET X T,
Status AM"MITIGATED" & 2 > TWB 7 7 A ILHXLED 7 7 A L TT,
¥ SIEMENS #t &8 SFB:PL8600959

X IR ENTS0E Lot F . 7212 ISID Customer Center BB WLVAEDHHE L /1ZE LY,

Mk



